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Il. B457rEssEsS(Authenticator app)E%iE

A. i0S HEE
1. [O2ERS » HaRE © https://vpn.genomics.sinica.edu.tw » {5 GES k5%
([FEIZERSE) BA °

English v

User Portal

2. BAI%E > EESHEET—4% authenticator APP FEEE (Y QR code °
SOPHOS OTP tokens for @grc.sinica.edu.tw

Proceed to login i =z authenticator APP ### QR code

To enter the user portal you hgve to authenticate with a one-time password. Scan the QR code below with Sophos Authenticator ¢
every timestep seconds. Frgfh then on, your password, directly followed by the passcode displayed, is the one-time password you

o Account @gre.sinica.edutw
Secret [HEX):
Secret (BASE32):

Timestep: 30s

3. ZE{HFHEZAEE Google authenticator B, Sophos authenticator APP [T Efj2E
HimfhsZ QR Code °

Google authenticator Sophos authenticator

S

+ There are no accounts at the moment.
Add an account by scanning a valid QR
code or by manual input.
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BARERR \
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B. Android #'E
1. [O2(ERS > HaR 2 https://vpn.genomics.sinica.edu.tw » {5 GES iE5%
(FEZEERST) EA -

English ~

User Portal

2. BAI% > EZH G R4 authenticator APP 73R EEf QR code ©

SOPHOS OTP tokens for @grc.sinica.edu.tw

Procoed to login R authenticator APP {848 QR code

E|un,v’u.rpa:swurc‘dlre:th‘ um e passcode ply s the ane-time password you

Secret (BASE32)

Timestep: 30s
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1 your password is stolen.

| BARESH ’ Scan QR code
ot 3

Manual add

R IhTRHG QR code 1% » @i —aHE Y XXX(ID)@gre.sinica.edu.tw {75
PEREFZIEN - & 30 PO —RORA - TEFERRLG - & A VPN B
FHEER T AR GES FHESN - R AIFR PN EE SO EE s - BB
THER 5 77 BRsB 83 HVEE -

5T : <GES FHH><NLBFIERS> -

(1136 O @
@ Sophos Authentlcator !

|_§6b208

RERX &SR —FT - B2



Updated: 2023-06-07

I. VPN 4R f2 = B fE R & 4H & (user configuration) ZZHEEEHAEGIE

A. Windows &8
1. 4R Z https://vpn.genomics.sinica.edu.tw ({5 Chrome) » SC 2052 A
)0 authenticator app Y7L B FHAERS
e ¢ ST SRS - P TR authenticator APP Ay /N {Ir B 1521#
t5 - FHAETRIHE -
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Password

HE1E VPN FE B A5 Zﬂﬁﬁ :
2-1 AR FHE RS > F5%EE T Download for WmdowsJ NEkZesERE
BT AR AR ?ETEBZ Sophos SSL VPN Client (2745 - F®E5E

I Download for Windows, macOS, Linux ; [N#f config 1‘E=E'. °

SOPHOS User portal

Home
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ersonal

Download client

VPN 3 )
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Email .*.., Download for mac0S

OTP tokens

Logout

VPN configuration

SSL VPN configuration @

.+., Download for Windows, mac0S, Linux

.‘.’, Download for Android and i0S




Updated: 2023-06-07

2-2 IRZEBECKZEEE VPN 12X - R e H &4 G (user
configuration) : B3 T Download for Windows, macOS, Linux ; [#§ config
& o

VPN 3 )
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Email -"n Download for mac0S

OTP tokens

Logout . .
VPN configuration

SSL VPN configuration @

.‘.’, Download for Windows, mac0S, Linux

.‘.’, Download for Android and i0S
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5. PITHGA TEATR © sCE SRR Z L authenticator app #7511z
B (8 30 PEHA—2) o [BIRERER O A A - BRI
& o EHE B -
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HEERE
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1. EZEE https://tunnelblick.net/downloads.html#releases (#£:% Chrome)Go to.

TEQILZEEE T stable | HYRRA ©

Release Downloads

To be notified of new releases, use Tunnelblick's built-in update mechanism or suk

Beta versions are suitable for many users. See Stable vs. Beta for details.

As a Free Software project, Tunnelblick puts its users first. There are no ads, no af
We just supply open technology for fast, easy, private, and secure control of VPNs

Beta

Tunnelblick 3.8.8beta04 (build 5800, macOS 10.10+, Universal, notarized) rele
SHA1: 0d2bc36aafa7deacd23f1495db92f017bf19f9d1 MD5: 4ebff54f68e0207105d93
SHA256: 723aaf18cfb471626abf7d4bf4cOcffOb2a1a65f90ffd1c07d2220a693791a9b
GnuPG v2 signature

Tunnelblick 3.8.7a (build 5770, macOS 10.10+, Universal, notarized) released |
SHA1: ¢c30e9532486dc372¢3a3d8f81¢9dd1954182¢993 MD5: 3¢3b55fce5738acdb7t
SHA256: bb5858619a58561d07d23df470b9548b82¢c1544cea9ffade30c4362dc8f3bd!
GnuPG v2 signature

Ao

2. JELR P https://vpn.genomics.sinica.edu.tw (7% Chrome) » 5L [HI 75 2
JI_I authenticator app (Y757 B FFZAERE o
Kk | JEATSEIRSEAIAATE » TR authenticator APP 5/ BT HERE

LRI -

SOPHOS

Username

Password

TRRE 4
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OTP tokens

Logout

4. HE FHREDRIZ -
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e
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VPN configuration

Download for Windows

.*.’, Download for mac0S

SSL VPN configuration @
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B A% T &k " Download for Windows, macOS, Linux | °

3

Download for Windows, mac0S, Linux

TRy

.‘.’.,. Download for Android and i0S

Sl = B % Downloads Q
& Untitled
Q 192 168.... Developer Date Modified Size Kind
Ll UINceSelup.exe EULLINELD P71 1£-01 O.L VB EAC Tl
] 192.168.... L. Restoro.exe 111 T4 4:00 933 KB EXE file
% python-3.9.6-amd64.exe 2021/8/5 T 3:24 26 MB EXE file
@ Network Z ZyxelUninstall.exe 2021/4/29 T 31 914 KB EXE file
iCloud
<> iCloud Drive
4% L 11:60 OpenV...uration
£ Shared : ' 683 KB  ZIP archive
& Win10_21H2_...tional)_x64.iso0 2022/5/12 T4 3:58 5.8 GB ISO Disk Image
FAGEL I Q15A101329.zip 2022/4/18 T4 3:28 1.2 MB  ZIP archive
E+4 Dropbox I 1115100583.zip 2022/413 ¥ 6:29 392 KB ZIP archive
= TeamViewerQS.dmg 2022/413 ¥ 6:03 45.6 MB Disk Image
O Recents & googlechrome.dmg 2022/412 T4 5:07 191.4 MB Disk Image
= Desktop T 1115100559.zip 2022/4/12 T4 3:41 303 KB ZIP archive
2Rr Raclon n272 1R EN12 202720221 TRE ARNn R 2 MEB NAacimant

A Applications
Downloads

5. SRR -

S=EA FARE] tunnelblick B

0G|

W

Cancel

BEBHI& & BT T

XXX(ID)@grc.sinica.edu.tw_ssl_vpn_config | » #{THEHLRE -

VPN B8 -

]

{##% 'm@grc.sinica.edu.tw__ssl_vpn_config (1)

55 Tunnelblick

5248 #
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6. HITHEA NEFTR - SCFE IR Z_E authenticator app HY7N{iZ &)
FIHERS (B 30 WEA—IR) < (L 1 SFIEEES o

HIEZE itmax@gre.sinica.edu.tw__ssl_vpn_config (1) BEH
ISEF Bl

EI=ET gl Your GES ID

v RERLEARTE

R R VY

7. BT EmR o BRI -

Tunnelblick
@grc.sinica.edu.tw__ssl_vpn_config
Connected 00:04

In: 3.72 KBfs 310 KB
Out: 1.90 KB/s 267 KB

Disconnect

8. (EsEHeFHL TETHELR - M5 AN -

EENEES
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C. iOS&E

1. Hi{¥ apple store - {855 OpenVPN Connect > iaF | #EGELZA4E - 5ERTE » SR
FFFAEL app °

il

OpenVPN Connect

GET

2. JELR P https://vpn.genomics.sinica.edu.tw (&% Chrome) » 5L Z HIFE
Jl_I authenticator app (Y757 B FFZENE o

R AT SEIRSTIENS - FHTRE authenticator APP A5 7 i B T I FERS
LRI -

SOPHOS

Username

Password

eesesesssece TRFE + BfifH

3. B A% =#k " Download for Android and iOS | °

VPN 3

=z Download for Windows
Internet usage

Email -+¢ Download for mac0S
OTP tokens

Logout . .
VPN configuration

SSL VPN configuration @

¥

=z Download for Windows, mac0S, Linux

.‘.’.,, Download for Android and i0S

ETE
' @gre.sinica.edu.
tw___ssl_vpn_config.ovp

n 0§ ?
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4. TEGERE o o MAgHIIRE CEEH > BTG R EITEIA > R
NEIHH -

ENE -

THIAH ®

RAmRERER

5. B MiEEREXR -

THIEHE

n @grc.sinica.ed...
6 KB

6. BhLSEmEGE o

7. BHEL OpenVpn

AirDrop [ OpenVPN
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8. &% ADD

« Safari

< Import Profile

URL FILE

2 new OpenVPN profiles are available
for import

140.109.55.11
K@gre.sinica.edu.tw__
ssl_vpn_config]

StandaW EIEADD
==

DELETE

9. i ASEIRSL{R > REEE ADD > ENEICELGREIERE L 6 (BT Fatkis -
TR -

- Safari

< Imported Profile | ADD

@ Profile successfully impgited

Profile Name
140.109.55.11 [itmax@g.sinica...

!!ssumz"HEI g T ASEIRSRADD
GESID |1

O S@.\%‘@-ﬁ@@@%‘@ﬁd A ELEREERD

O Connect after import

13
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10. i 5E1% @ H 2R XXX(ID)@grc.sinica.edu.tw_ssl_vpn_config » {745 -

DISCONNECTED

140.109.55.11
@grc.sinica.edu.
tw__ssl_vpn_config 5]

EE T FILAR I ELR

11. STEGA NEFTR » LIS R AT 2L authenticator app HY/ LT
THERS (5 30 P REHRA—2R) » V1R * SRS -

Enter Password

Profile: 140.109.55.11
[ agre.sinica.edutw__ssl_vp
n_config 5l
Password

05 + 6B REHETS

Cancel

14
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R R A SE GES TRFRHE - YA F] authenticator app 2 A= %NS » P
&L 6 [ BFPEtns - % OK -

[c] Authenticat@ OpenVPN

Account:

Enter Passv

Profile: 140.109
litmax@gre sinica.edu
n_config 5
Password
1~ E@mAZE
e

Cancel

12. fEFSE SR FE B TPE AR - B S AHEE -

15



Updated: 2023-06-07

D. Android 8
1. FifE Play )5 » 8= OpenVPN Connect » i35 MaEkELZAEE - 5ERKT% - SBAR
FHBHEL app °

< openvpn connect

n OpenVPN Connect - Fast & Saf...

2. #HiZEZF https://vpn.genomics.sinica.edu.tw (2 Chrome) » 0SB HERE R
B[] |- sophos authenticator (15757 SIS RERE -

SOPHOS

Username

Password

asceeRRORROR® -"EE{E% - 61‘E :,::,

R ST SEMRIRAIZENS - T BE authenticator APP £ 3/ {7 U1
0 > WHfEIRHE -

) Authentical o

SOPHOS

Username

Sophos SFOS

Password

...........4
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3. B A% =L " Download for Android and iOS | °

VPN

-

= Download for Windows

Internet usage

Email .".u Download for mac0S

OTP tokens

Logout

VPN configuration

SSL VPN configuration @

.‘.ﬂ Download for Windows, macOS, Linux

.‘.'., Download for Android and i0S

@grc.sinica.edu.tw__ssl_vpn_con

T#H

4. TEGEEHIETER MRS - BHBERERL -

5:44 7

O A ht1ps//192168.1.42/use  + @ ©

~ BRm1 ETaEe

—  (5.51KB) 192.168.1.42

17
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5. il \5E GES IR#fRATE47 77 ADD » MG ISR SIS B0 1 6 (i B
HTES » ST -

Profile Name

140.109.55.42 limport]

Username

GESID HATIESRBIRE LEAADD » FERTGFES

[ Sorremrmmarma—

[J connect after import

6. HritsEi% e I 140.109.55 XXX[import] » Shf T4 o

DISCONNECTED

* 140.109.55.11 [Import]

\
EHEBN A DAELR
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7. BITEHGA TEATR - SO E R Z_E authenticator app HY7N (L&Y
TR (B 30 MEHA—IR) » L ¢ B o

Enter password

Password

5 + 6 BPEHEES

R TR A 5T GES TRIEEHE » YJHAE] authenticator app 7 A= FE%HE > P
i b 6 fr B EiReS - 2 OK -

O] Authenticat@ OpenVPN

Account:

Enter Passv

Profile: 140.109
litmaxa@gre sinica.edu
n_config 5
Password
1 E@AE
B

Cancel

8. (ESEHeFH L TETHLR - MRS HAIIHE -
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IV. JHBR{EE &40 %6 (user configuration)

A. Windows &8
C:\Program Files (x86)\Sophos\Sophos SSL VPN Client\config > {5
“XXX(ID)_ss|_vpn_config f&2ZH[IE] o
m_ x \0”.1_!::: [ .
« -+ Cx\Program:Files: (x86)\Sophes\Sephos SSL VPN Client\config »

# BT

# (W itmax_ss!_vpn_config
n 20

a Tl

B.Mac &8

1F Mac £H A _EATE] tunnelblick [E]7R > 281 VPN 5515 > BREEMERTY
config_Profile E[IT] o

tunnelblick

>l o0@Ye B T D & © 2 @ B EWTFF204

RAERIMNER

&R Tunnelblick

@E 0 %0 5
' 2Lt EMIER A config_Profile
ICiEE BE

“Tunnelblick: OS5 X 10.12.4; Tunnalblick 3.7.1 (puild 4811}; prior verson 3.7.0 (budd 4790)
2017-05-16 10:41:02 "Tunnelblick: Aftemptng connection with nmax__3sl_vpn_config-3; Se1 nameserver = 789; monioring
oonnEcion
A01T-05-18 10:471:02 *Tunnelblick: openy pRatar Stan irmax__ss| vpn_oonfig-3.10lk 1337 765 0 3 0 1085264 -
ADGNWradsgnw 2.3.15-openssl-1.0.2k
201 T-08-18 10:41:02 *Tunnelblick: openvpnstart keg:

OpanVP staned succesefully. Command used to start OpsnVPN (one argument per displayad line):

sl vpn_confi.

fapplicationsTunmalblick.apeContantsResourcesiopenveniopenvpn-2.3.15-0penssh- 1.0 3 opempn

—Hagman

oy

ILibraryApplicaton SuppanTunnenicLogs-SLibrany-SApplication Suppor-STunnanlicy-SShared-
Sitmds__ssl_vpn_conlig--3.Bik-SContents-SRestmoes-So0nlig. ovpn, TEH_0_3_D_1065264, 1337.0pervpn kg

-cd

Library/Application SupportTunneloicuShareditmax_esl_vpn_config-3.1blk/ContentaResounces
—vain
5]

F6IE = BDOIIBR conse

ILibraryApplicarion Suppon TUNReInsEUEnarenitmax,__ sl vpn_contig-a. 1iConteniafResolicesiconty ouvpn

—ia i
+ { 7 ENEEEEANGE iz

20
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C. i0S HEE
FAEL OpenVPN F25X, » (RIS DL N [EERHR(E -

Profiles
fRIERED =T
DISCONNECTED T —
140.109.55.11
litmax@gre.sinica.edu! DELETE ADD PROXY
tw__ssl_vpn_config 5l PROFILE

D. Android ZEE
FAEL OpenVPN F23X, » BB LU T EERTHRAIE -

— [ save password
= Profiles =l

EffiFRErYUser configuration » BEEEET

DISCONNECTED \

limportl

SET CONNECT SHORTCUT

140.109.55.11 [import] RIESEDAT

DELETE PROFILE ADD PROXY

EEEES:
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